OnepaTopbl 1 06pabOTUYMKM MO

3aKoHopaTenbcTBy PO
bnok 3.1.
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3.1.1. OnepaTop 1 NuLU0, AEUCTBYIOLL,Ee NO ero NOpPyyYeHuio

OnepaTop - rocyaAapCTBEHHbIV OpraH, MyHULMNanbHbIN OpraH, puanyeckoe unm
dmsmyeckoe nuuUo, CaMoCTOATENBbHO UM COBMECTHO C APYIMMM NMUAMMU OpraHu3yroLLmne 1
(nnn) ocywecTensawme 06paboTKy NnepcoHanbHbIX AaHHbIX, @ TaKKe onpegenstowmne
Lenn o6paboTkM NepcoHanbHbIX AaHHBLIX, COCTaB MEPCOHANbHbIX AaHHbLIX, MOANEXaLLNX
obpaboTke, encTBUS (onepauun), coBepLlaeMble C NEPCOHanNbHbIMU LaHHLIMMN.

OnepaTtop Bnpaee nopy4nTb 06paboTKy NepcoHanbHbIX AaHHbIX APYrOMY fMLY C cornacus
cybbekTa nepcoHarnbHbIX AaHHbIX, €CNM MHOe He NpeaycMoTpeHo deaeparnbHbIM 3aKOHOM,
Ha OCHOBaHWM 3aKI4YaeMoro ¢ 3TUM fMLOM AOroBopa, B TOM YMCHe rocyAapCTBEHHOMO
UM MyHULMNANbHOTO KOHTpakTa, NMnbo nyTem NPUHSATUS rocyAapCTBEHHbIM UK
MyHULMNanbHLIM OpraHOM COOTBETCTBYIOLLIETO akTa (aaree - nopy4YeHue oneparopa).




3.1.2. 06s13aHHOCTH onepaTopa

B HasHauuTb OTBETCTBEHHOrO 3a 06PabOTKY JlaHHbIX B OpraHmn3aumm

B N3paTb n onyb6nmMkoBaTb MNOSIMTUKY 06pabOTKM NEPCOHaNbHbIX AaHHbIX B
OpraHu3aLumu; NPUHATbL JIoKasibHble aKTbl 419 NPeAOoTBPaLLEHUSA U BbISBNIEHUS
HapyLleHn 3aKoHoAaTebCTBa

. anMeHﬂTb npaBoBble, OpraHN3aunMOHHbIE N TEXHUYECKKUE MEPDbI MO obecrneyeHunto
6e30MacHOCTU nepcoHaJibHbIX AaHHbIX

. OCYLLI,eCTBJ'IFlTb BHyTpeHHMVI KOHTpPOJIb COOTBETCTBUA O6pa6OTKM OaHHbIX
Tpe6OBaHVIFIM 3aKOHO4aTeNbCTBa, OLEHMBATb BO3SMOXXHbIN Bpea

| 3HaKOMUTb paboOTHUKOB onepaTopa ¢ TpeboBaHUAMM MO 3alUUTe NePCOHaNbHbIX
[AaHHbIX



3.1.3. 06s13aHHOCTM onepaTopa No OTHOLLUEHUIO K CYObEKTY

a

He packpbiBaTb TpeTbMM NMLAM N He pacrnpOCTpPaHsTb NepcoHarnbHble AaHHble 6e3 cornacus
cyObekTa, ecnvm nHoe He npeaycMoTpeHo deaeparnbHbiM 3aKOHOM

Mpun cbope nepcoHarnbHbIX AaHHbIX onepaTop 00s13aH NPeaoCTaBUTb CYOBHEKTY NepcoHarbHbIX
OaHHbIX MO ero npocbbe MHopMaLUIo, NPeayCMOTPEHHYHO 3aKOHOM;

Mpy aBTOMaATU3NPOBAHHOM MPUHSITUN PELLEHUI B OTHOLLEHMM CYyObeKTa - pa3bsACHUTb NOPSA0K
MPUHATUS peLlEHNsT N ero BO3MOXHbIE topuanveckme nocneacTeusl, NnpeaocTaBuTb BO3MOXHOCTb
3asBUTb BO3pakeHNe NPOTMB Takoro peLLeHus;

Mpun nonyyeHnn 3anpoca oT cybbekTa coobLMTbL O HanMYMK y onepaTopa NepcoHanbHbIX AaHHbIX,
OTHOCSILLINXCS K 3TOMY CYObeKTY, 1 AaTb CyObEKTY AOCTYN K AaHHLIM O HEM;

YcTpaHATb HapyLlleHNs 3akoHoaaTenbCTBa, AONYLLEHHbIE NPy 0O6paboTke NepcoHanbHbIX AaHHbIX,
YTOYHSATb, ONOKMPOBATL MMM YHUYTOXAaTb NEpPCoHanbHble AaHHble, 0OpabaTbiBaeMble C
HapyLleHMeM 3aKoHa



3.1.4. 0653aHHOCTU onepaTopa B OTHOLUEHUM 3aLUTbl AaHHbIX

Onepatop npu obpaboTke nepcoHanbHbIX JaHHbIX 0643aH NpUHUMaTb HeobXo4MMblEe NPaBoBbIE,
OpraHM3aunoHHbIe U TEXHUYECKNE Mepbl nnu obecneumBaTtb UX NPUHATME ONSA 3aMTbl NEPCOHANbHbIX
OAHHbIX OT HEMPaBOMEPHOrO UNKM CrIly4amHOro AOCTyna K HUM, YHUMTOXEHUS, UBMEHEHWS,
BroKMpOBaHUS, KONMPOBaHWUSA, NPeAoCTaBNeHNs, PaCnNpPOCTPAHEHUSI NEPCOHArbHbIX AAHHbIX, @ TaKKe OT
WHbIX HENPaBOMEPHbIX AENCTBUA B OTHOLLEHUM NepPCOHanbHbIX AaHHbIX. K Takmm mepam OTHOCATCS:
OnpepgenexHune yrpo3 6€30nacHOCTU NePCOHanbHbIX AaHHbIX;

BbinonHeHne TpeboBaHM K 3alumMTe NepPCcoHarnbHbIX AaHHbIX, 06ecneymBatoLLnX YCTaHOBEHHbIE
[MpaBuTenbcTtBoM Poccuinckon degepaumnmn ypoBHN 3aLLMLLLEHHOCTU NEpPCOHarbHbIX OaHHbIX;
[MpuMeHeHne cepTUdNUMPOBAHHbLIX CPEACTB 3aLlmTbl MHopMaumn;

BoccTtaHoBneHne nepcoHanbHbIX OAaHHbIX, MOANUUMPOBAHHbLIX UKW YHUYTOXEHHbLIX BCeacTBue
HEeCaHKLMOHMPOBAHHOIO A0CTYyNa K HUM;

O6HapyxeHne ¢akToB HECAHKLUMOHNUPOBAHHOIO AOCTYNa K NepcoHarnbHbIM AaHHbIM;
YcTaHoBreHNE nNpaBus 4OCTYyNa K NepcoHanbHbIM AaHHbIM, YHET BCEX OENCTBUN C AAHHbLIMU;
KoHTponb 3a mepamu no obecneyeHmno 6€30nacHOCTU NePCOHanbHbIX AaHHbIX;
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3.1.5. YBepgomneHue 06 o6paboTke faHHbIX

OnepaTtop Ao Hayana obpaboTkn NepcoHanbHbIX JaHHbIX 0643aH yBEAOMUTb YNONTHOMOYEHHbIN OpraH O
CBOEM HaMEpPEHUN OCYLLECTBNATL 00paboTKy NnepcoHarbHbIX AaHHbIX. YBeAoMneHne He TpebyeTcs:
Mpn 0bpaboTke AaHHbIX B COOTBETCTBUMN C TPYAOBbIM 3aKOHOA4ATENbCTBOM;

[Mpwn 3aKNOYEHUN U UCMIONHEHNN OOroBOpa, €CNN AaHHbIE HE PacnpPOCTPaHSATCS;

Mpn 06paboTkn AaHHbIX O YneHax obLEeCTBEHHOro 00 beAMHEHUST UNW PENTUTMO3HON OpraHn3auunu;
Ana obpaboTtkn PUO;

[Mpn 0bpaboTke AaHHbIX ANS NPOMYCKHOIMo pPeXmnma;

B oTHowWweHnn rocygapCTBEHHbLIX MHPOPMCUCTEM;

Mpn HeaBTOMAaTN3MPOBAHHOM 00pPabOTKE AAHHbIX;

Mpn obpaboTke AaHHbLIX ANS Lenen TpaHcnopTHon 6e3onacHoOCTum
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OCHOBHbIe AelCTBYIOLW e N1uua

Tema 3

HDencteylowme nuua no GDPR

brnok 3.2.




3.2.1. YYaCTHUKU OTHOLLUEHUI N0 06paboTKe AaHHbIX

B cooTBetcTBUU ¢ GDPR

«KoHTponeép» (controller) — donamyeckoe nnm ropmanyeckoe nuuo,
rocy4apCTBEHHbIN OpraH, areHTCTBO U MHOW OpraH, KOTOPbLIN
CaMOCTOSATESTIbHO UMM COBMECTHO C APYrMMun, onpeaensieT uenn n cpeacrea
06paboTKM NepcoHanbHbIX JAHHbIX;

«0bpaboTumk» (processor) — pusmnyeckoe nnm rpPUgM4eCcKoe nuuo,
rocyapCTBEHHbIN OpraH, areHTCTBO Ui MHOW opraH, KOoTopbi obpabaTbiBaeT
nepcoHarbHble AaHHbIE OT UMEHW U MO NOPYYEHMIO KOHTPOMEPA;
«nony4atenb» (recipient) — o3Ha4aeT pusmyeckoe unn rpuanyeckoe nuuo,
rocygapCTBEHHbIN OpraH, areHTCTBO U MHOW OpraH, KOTOPbIM pacKpbliBatOTCS
nepcoHarnbHble AaHHblEe




3.2.2. 06sa3aHHOCTH AaepxxaTenen (KoHTponépos) no GDPR

coooooiio O ool O

Cobniogate GDPR - npuHumMnbl, NpaBoBble OCHOBaHMS 06paboTkm 4aHHbIX U 6€30NacHOCTU AaHHbIX, NPUHUMas BO
BHMMaHWe cneuunarnbHble KaTeropmm AaHHbIX U cneunanbHble NpaBuna, kKacatowmecs NepcoHanbHbIX AaHHbIX AeTen
CogencrteoBaTtbh OCYLLECTBEHMIO NpaB cyObekTa AaHHbIX

MpogemoHcTpupoBaTtb cooTBeTcTBME GDPR - fOKYyMeHTMpoBaTh BCe Mepbl N NX 3aHEKTUBHOCTb

MprBRnekaTb Ha OCHOBaHMM NMMCbMEHHOTO KOHTPaKTa TONbKO TOro o6paboTynka, KOTOpbIA MOXET rapaHTMpoBaTb
BbINonHeHue obs3atenscte GDPR

BecTtu yyeT Bcex onepaumin obpaboTkmn n obecneuntb 6€30nMacHOCTb AaHHbIX C MOMOLLbH OpraHn3aLnoHHO-
TEXHUYECKNX MEP aAeKBaTHbIX PUCKOB

YBegoMNATb O HapyLUEHUN LIEeNIOCTHOCTM U KOHPMAEHUNANbHOCTN AaHHbBIX HaA30PHbIM OpraH U cybbekTa
CoTpygHuyaTh ¢ Haa30pPHbLIM OPraHoOM U BECTU NpeaBapUTENbHbIE KOHCYNbTauum

OueHnBaTb BO34ENCTBME Ha 3alUMTY OaHHbIX, ecrnv 06paboTka MOXEeT okasaTb BNUAHME Ha npaBa CcybbekTa
HasHaunTb coTpyaHMKa No 3alumMTe AaHHbIX

O6ecneuunBaTb NnpuHUMnbI "privacy by design" n "privacy by default*

YuntbiBaTb OrpaHUYEHns Ha TpaHCrpaHMYHY0 nepegady AaHHbIX

B crnyvyae COBMEeCTHbIX KOHTPOSEPOB onpeaenuTb pornv u 06s3aHHOCTH

B cnyyae 06paboTku JaHHbIX opraHn3aunamu, He 3aperncTpmpoBaHHbiMu B EC, HasHauuTb npeacraButens

[na HekOTOpbIX opraHn3auun - cobnoaeHne Kogekca noBeaeHnss 1 MeXaH3MoB cepTudmrkaLmu,
AEMOHCTPUPYIOLLMX Hanmyme cOOTBETCTBYIOLLMX rapaHTUn



3agaHua ana camoctosaTeNnbHou pa6oTbl no Teme 3

L depepanbHbin 3akoH «O NepcoHanbHbIX AaHHbIX» (ctatbn 3, 7, rnasa 4)
L KoHeeHuus Coseta EBponbl (ctaTtby 2, 10)

U GDPR (ctatbu 4, 24-31)




